(EFMEH) writeup by @xmcp
AEE BHANIRT, TXRMIETHREAE—S i7-10510U (25W) EiEARBM NS .
ﬁg%ﬁﬁﬁﬁﬂgzﬁ\%ﬁﬁ 1) &% ZIP, 2) STRE, 3) ﬁ&ﬁgué\o

fi#w ZIP

BERITTESE, ZAFELRFRY, FIFR:

Password is longer than 16 bytes, and includes at least one number and one uppercase Ietter.‘

Feel free to crack it if you can, probably with your high-performance quantum computer :)‘
Ut RXE IR IR

456 B EF “capture.pcapng”F1“hint_for_capture.txt”, E4RE XEFZ Store, XRZFIE,
A pcapng FE+HETHRR, EHEFEIFERAERT.

E L IRA1EE 2IP BT, REEHE pcapng FED 12 AFH (HPZED 8 4NFTHiE
) HRNAEN TR,

MR pcapng BYSCHALAERT:
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I BERDEE TR Block Type #4454 0AODODOA; Block Total Length 2/ \isf7f&HY Header
KE, BRASEIT 64KB, FRIAESHALARRE 00; Byte-Order Magic #/I\im#leg_ EIR%E A
4D3C2B1A; Major Version BEIRHE 0100; Minor Version B &7 R%F 0000,

XA PUAIE AR 4+10 FHAR, HERXHHEHNEK.

HEEE IOt 20 MIEE KA Section Length 0% FEX, K L&k 4 (Eb#0 WireShark)
E1RTE pcapng RSB AN-1 (BI 8 NETHY FF) .


https://pcapng.github.io/pcapng/

Fi, IEEEMAE LHTE, BAONMEXFHH 4+18 FPHAR, MANXKEEETRT .
ATFEER, BMNRER+IHENLEMAEITRANH S,

ERE] AZPR SR HFIASC T BRAY ZIP BAS I, A4 A bkerack.

fEEAEB PIREUE B2 X capture.pcapng.enc (888832 F¥5) #0 hint_for_capture.txtenc (48
F1), IEEHMEY 10 FHBAXRIFA capture.pcapng.plain, &7 FE A SHFHITIE:

root@xmcp-kali-vm: # time bkcrack/src/bkcrack -c capture.pcapng.enc -p capture.pcapng.plain -0 6 -x 0 0afd0d@a

Generated 4194304 Z values.
[17:16:02] Z reduction using 2 bytes of known plaintext
100.0 % (2 / 2)
1827840 values remaining.
] Attack on 1827848 Z values at index 13

(1444343 / 1827840)

e33a580c co

real
user
SYS

N
hAN

Keys
c96a81 1246d892

29m37.637s
231m23.620s

1m10.138s

7 29 DR EIMA. BT THR

S RRE X

DTRE

77 pcap BE| LTS HTTP R E,

.

# Result Prof... Host URL

4¥2 200 HTTP 192.168.142.138... [?condition=bar

£¥3 200 HTTP 192.168.142.1358... [?condition=bar&iblV=5634%20AND%201%3D1%20UNIO...
ig 200 HTTP 192.168.142.138... [?condition=bar

£¥5 200 HTTP 192.168.142.138... [?condition=bar

i 200 HTTP 192.168.142.138... [?condition=6924

€37 200 HTTP 192.168.142.1358... [?condition=bar%27%28%28%28.%22..%2C.

4¥8 200 HTTP 192.168.142.138... /?condition=bar%27bWQWv%%3C%27%22%3EMOLSSX
ig 200 HTTP 192.168.142.138... [?condition=bar%27%29%20AND%206689%3D8081%20...
i 10 200 HTTP 192.168.142.138... [?condition=bar%27%29%20AND%208287%308287%20...
i 11 200 HTTP 192.168.142.138... [?condition=bar%27%20AND%206598%3D1238%20AND...
i 12 200 HTTP 192.168.142.138... [?condition=bar%27%20AND%208287%3D8287%20AND...
i 13 200 HTTP 192.168.142.1358... [?condition=bar%27%20AND%203152%3D6834%20AND...
4¥14 200 HTIP 192.168.142.138... [?condition=bar%27%200RDER%20BY%201--%%20WNID
£€¥15 200 HTTP 192.168.142.138... [?condition=bar%27%200RDER%20BY%203077--%20mZ...
4¥16 200 HTIP 192.168.142.138... /?condition=bar%27%200RDER%20BY%2010--%20pRYb
£€¥17 200 HTTP 192.168.142.1358... [?condition=bar%27%200RDER%20BY%206--%20tNP|
4¥18 200 HTIP 192.168.142.138... [?condition=bar%27%200RDER%20BY%204--%20GAwa
£€¥19 200 HTTP 192.168.142.1358... [?condition=bar%27%200RDER%20BY%203--%205tvY
420 200 HTIP 192.168.142.138... [?condition=bar%27%200RDER%20BY%202--%20Ptkz

FH Fiddler & X £ &B2 X} 192.168.142.138:8080 HIiE
3K, User-Agent A sqlmap/1.3.5.105#dev, o] [MFIHTZE sqimap BaiXf ARS8 17 SQLEAN

BAMEIERSHMmME, LW sqlmap AZXEF flags &M flag FE, EKFEAT HEAD
775k (WA sqlmap B89--null-connection &%), MEIERIAFEEL (MR sglmap BI--
threads &%) .


https://github.com/kimci86/bkcrack

RIERTJLA GET A9n Rz o] PUHIBTH MR Sk Content-Length 24 5 Fk7x“error”, A 2 k7oK’

Headers | Textview | SyntaxView |[WebForms | Hexview | Auth | Cookies | Raw | JSON | xmL |

Name

condition

Value

bar' AND SUBSTR((SELECT ESCE(CA! AS TEXT),CAST(X'20' AS
TEXT)) FROM flags LIMIT 0,1],32]1)>CAST{'65'|AS TEXT) AND 'eVUz'='eVUz

Transformer | Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching | Cookies ||Raw | JSON | XML
HTTP/1.1 200 OK

html; charset=utf-8

Content—Leng‘.ch : 5

BN ERIFKAHIN flag 958 32 LFFFREKRT 0x65, R[E 5 RALEREEEN.
K ETR HTTP 155K S H BUSCASf

MDY ZUSUDB

Decode Selected Sessions

+~ AutoScroll Session List

Copy

Save > Selected Sessions > in ArchiveZIP...
Remove > Request 5 as Text...

Comment... M Response b as Text (Headers only)...
Mark > ..and Open as Local File

ﬁ%ﬂﬂlﬁs*ﬁ flag NA:

= analyze pcap. pvEd |
1 import re
2 import urllib.parse
3 inj re=re.compile(r"bar' REND SUBSTR\ (\ (SELECT CORLESCE\ (CAST\ (flag AS TEXT\),C

ST\ (X'20' AS

TEXT\)\) FROM flags LIMIT 0, 1\), (\d+),1\)>CAST\(X'([0-%a-f]+)"' AS TEXT\) AND 'eVUz'='evUz")
4
5] content=[666 for in range(200)]
€
7 regs=open('sglmap full.txt').read().split(
¥ "y
]
9 for reg in reqgs:
10 reg=urllib.parse.unguote (req)
11 match=inj_re.search (req)
12 if match and 'Content-Length: 5' in req:
13 ind,hextxt=match.groups()
14 txt=eval ('0x'+hextxt)
15 old=content[int (ind)-1]
16 if txt<old:
7 content[int (ind) -1]=txt
18
19 print('’'.join([chr(x) for x in content if x!=666]))

HR¥E hint_for_capture.txt (IIR7x, BEIMABEILT based5 4.
E] hint_for_capture.txt - ids4~

XHHE) wEE B0 =H(V) FWEH)
you can get some base**-encoded data

B AR base85 RILER:



flag is md5("Sqlit3" + E4E B %)
Hint ZBE—NSHHES, BEEEHIRERNRET

WRO4

RINEBERMELHEE DS, %5E John the Ripper. B 5 zip2john i#a—T:

john—1. 9. 0— jumbo—1-wi xe —a hint_for capture. txt quantum encryption. zip > jo

hint_fo

ntum_.
ntum_

HEP hint_for_capture.txt E48 € BY4E ASCII U BELRU)N, FSRINERBE IR

ZKMEEHEEENEAENIMLS. B TREARIRREIBNEEAREFTE, oS
%ﬁl\ll—t):"fjj Xo BENBREABERTTHNHAEFERTIE:
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BN T—T FIMERER:

® F6MNEXS, EME—TINRIKXSIIR 2ENEGEXSAEIE 40004,

® AJF 4 NI EEN, ?izﬂ]}}\ 2020 T HZE,

o AEANEHERB, RiEBiF 366 1.

® AEINEIRNFS RFENERAN, &E—MNTUFHARKEE—FHE.

® EiEl1MNERRKE EEAHNX.

XK, FIMMEERRKET 10°8%, TRUHTERT .

BEABRNEN LBE—MEMEX SR, 524 id prefixtxt, RER C++E—NMHEEES
BHFS AL (4FIET-Ofast -march=native, 7~/ Python A KIET).



[ gen_id. cppkd

1 #include <bits/stdc++.h>

using namespace std;

4 Yy

char s[ 2
int weight[32]
int remain[.c]=
int days[.cl={

10 Hbool calc_lastbit() {

11 int tot=¢;

12 for(int i=l ;i< c;i4+)

13 tot+=weight [1]1*(s[i]1-"'0");
14 int rem=remain[tot%11];

15 B if (rem>=0) {

16 s[lc]l="0"+rem;

1 return true;

18 - } else

18 return false;

20 -}

22 FHvoid insert_int({int pos,int num) {
23 s[posl="0"4+num/10;
24 s[pos+1]="0"+num%10;

2 BHint main(int argv,char **argc) {
28 FILE *fin=fopen(": fi
25 FILE *fout=fopen("id
30 s[7]1=argc[1]1[11;
31 s[8]l=argc[1]1[2];
32 s[fl=arge[l1[31;
3 while(true) {
34 if (fscanf(fin,"%s",s)<=0) return 0;
s[e]l=argc[1110];
= for (int m=.;m<=12;m++) {
insert_int(10,m);
for(int d=days[m];d>0:d--) {
insert_int(l2,d);
40 for(int rem=0;rem< srem++) |
41 insert_int('4,rem);
42 if(calc lastbit())
43 fwrite(s, ., %, fout);

48 }
FEXMBIBSTSEREEN, BIEZFNAERESA X NEESMLESHEE stdout.
ERIZEFEMTE, AREM john BfE. HIAWT:

H crack. batEd ‘

fecho off
2 for in (2019 2018 2012 2009 2008 2007 2005 2000 19%6 1%%4 1991 1985 1984 1983 1982 1981) do (
echo cracking

winéd\runijohn --wordlist=id list.txt --fork=8 john.txt

¥
3207011984081
1 0:00:00 D 0-07 1 0. 4943 2

& md5("Sq1it332070119840810108X") BN 5 flag.



